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Reference Malibu Case Raleigh 

 

I received FedEx package tracking number 772371638455 on 12/26/2014 from Tim Kiefer D4 Data in Rochester, 

NY.  The package contained one Western Digital HDD (hard disk drive).  The Western Digital HDD was 

encrypted with TrueCrypt software.  I was provided the password to unencrypt the HDD.  Once the HDD was 

unencrypted I noticed it had several folders on the drive including EnCase images of 2 hard drives listed as belong 

to Mr. Raleigh.  The drive also contained 2 Cellebrite iPad extractions along with photographs of the devices.   

 

 
 

EnCase D4 Data Imaging Summary “JRaleigh_LT1” aka “MacBook C02HW056DV31” 

 
Name   MacBook C02HW056DV31 

Actual Date  12/03/14 08:07:41PM 

Target Date  12/03/14 08:07:41PM 

Case Number  90-1014-580 

Evidence Number Not provided 

Examiner Name  Molly Heaven-Hoyle 

Notes   Not provided 

Model   APPLE HDD HTS541010A9E682 

Serial Number  J8200076GN56NA 

Drive Type  Fixed 

File Integrity  Completely Verified, 0 Errors 

Acquisition MD5  23201464e479650b4a4018536c792072 

Verification MD5  23201464e479650b4a4018536c792072 

Acquisition SHA1 eb3a32e6fb0e95c4930e18404c2ae4b4b99972e4 

Verification SHA1 eb3a32e6fb0e95c4930e18404c2ae4b4b99972e4 

GUID   b9360c5362d042cb8c44a73482485d3d 

Read Errors  0 

Missing Sectors  0 

Disk Elements  No 

CRC Errors  0 

Compression  Good 

Total Size  1,000,204,886,016 Bytes (931.5GB) 

Total Sectors  1,953,525,168 

Disk Signature  00000000 

Partitions  Valid 
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EnCase D4 Data Imaging Summary “JRaleigh_RT2” aka “MacBook 340269NBATM” 

 
Name   MacBook 340269NBATM 

Actual Date  12/03/14 04:02:13PM 

Target Date  12/03/14 04:02:13PM 

Case Number  90-1014-580 

Evidence Number Not provided 

Examiner Name  Molly Heaven-Hoyle 

Notes   Not provided 

Model   Hitachi HTS545050B9A300 

Serial Number  101112PBN475X7C13R1L 

Drive Type  Fixed 

File Integrity  Completely Verified, 0 Errors 

Acquisition MD5  84b893f00da4a899568768cbb1a77729 

Acquisition SHA1 05d8a75544f18968d79ffcf9e3d67e21f1db3691 

Verification SHA1 05d8a75544f18968d79ffcf9e3d67e21f1db3691 

GUID   cc6f062f4e9741c09d1d662845827a48 

Read Errors  0 

Missing Sectors  0 

Disk Elements  No 

CRC Errors  0 

Compression  Good 

Total Size  500,107,862,016 Bytes (465.8GB) 

Total Sectors  976,773,168 

Disk Signature  00000000 

Partitions  Valid 

 

JRaleigh_LT1” aka “MacBook C02HW056DV31 

 
Time Zone Settings 
 
JRaleigh\MacBook C02HW056DV31\D\Macintosh HD\private\etc\localtime 
Configured Time Zone:America/Detroit 
 
/usr/share/zoneinfo/America/Detroit 

 
OS Information 
 
ProductBuildVersion: 14B25 

ProductCopyright: 1983-2014 Apple Inc. 

ProductName: Mac OS X 

ProductUserVisibleVersion: 10.10.1 

ProductVersion: 10.10.1 

 
User Information 
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JRaleigh_LT1” aka “MacBook C02HW056DV31 Findings: 

 

A search of the hard drive for evidence relating to Malibu Media movies was negative.  A search of the hard drive 

evidence of BitTorrent use was positive as outlined in this report. 

 

1. Using IEF (Internet Evidence Finder Software by Magnet Forensics) I located hundreds of “Cloud Services” 

related URLs (Web Addresses) relating to sites like Dropbox and Google Drive.  Please review the final case files 

folder “Cloud Services URLs” for complete list. 

 

2. Using IEF I located several Adium, skype and chats about BitTorrent (Adium is a free instant messaging 

application for Mac OS X).  Please review the final case files folder “Complete List Adium Chats” for complete 

list and for a list of just the chats pertaining to the keyword Torrent please review the folder “IEF Torrent Keyword 

Search Hits”. 

 

3. Using IEF I located several Skype & iMessage chats messages about Torrents, hacking etc.  Please review the 

final case files folder “IEF Torrent Keyword Search Hits” for complete list. 

 

4: EnCase Screen Capture showing the related “NFO” file.  NFO files are commonly associated with copyright 

infringement files and are often included with the infringed file(s). 
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1) File Name: Lost Highway 1997 720p BRRip x264 RmD (HDScene Release).mkv 
Last Accessed: 09/25/12 09:40:19PM 
File Created: 09/21/12 11:54:21PM 
File Full Path: JRaleigh\MacBook C02HW056DV31\D\Macintosh HD\Users\jr\Desktop\Movies\Lost Highway 1997 720p 
BRRip x264 RmD (HDScene Release)\Lost Highway 1997 720p BRRip x264 RmD (HDScene Release).mkv 

 
2) File Name: no country for old men [vose] dvdrip xvid mp3.avi 
Last Accessed: 11/04/13 09:43:05AM 
File Created: 01/03/12 09:53:01PM 
Full Path: JRaleigh\MacBook C02HW056DV31\D\Macintosh HD\Users\jr\Desktop\Movies\no country for old men 
[vose] dvdrip xvid mp3.avi 

 

Using EnCase software a keyword search for “torrent” was conducted.  Upon examining the search hits I located 

a text file named “David_Cesolini_Chats.txt” that contained a discussion about torrents. Further examination 

revealed that this chat and other files contained in a folder “Chinga_La_Migra_Dos” may be related to a hacking 

event that took place in 2011. This computer contains the sensitive files released by hacker(s) which contain 

individuals’ personal information including social security, driver’s license numbers, account passwords etc.  

 

 
 

EnCase screen capture of sensitive data relating to “Chinga_La_Migra_Dos” redacted:  
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Located Torrent Files 

 
1) File Name: test.torrent 
Last Accessed: 09/04/14 02:43:50PM 
File Created: 03/18/14 02:49:46PM 
Full Path: JRaleigh\MacBook C02HW056DV31\D\Macintosh 
HD\Applications\Development\LightTable\LightTable.app\Contents\Resources\app.nw\core\node_modules\bencode\benc
hmark\test.torrent 
 
2) File Name: xubuntu-13.04-desktop-i386.iso.torrent 
Last Accessed: 09/15/14 08:57:29AM 
File Created: 04/25/13 06:28:19AM 
Full Path: JRaleigh\MacBook C02HW056DV31\D\Macintosh HD\Users\jr\Downloads\xubuntu-13.04-desktop-
i386.iso.torrent 

 

Windows XP Parallels Virtual Machine Located in the following location: 

1. JRaleigh\MacBook C02HW056DV31\D\Macintosh HD\Users\jr\Documents\Parallels\Windows 

7.pvm\Windows 7-0.hdd\Windows 7-0.hdd.0.{5fbaabe3-6958-40ff-92a7-860e329aab41}.hds 

2. JRaleigh\MacBook C02HW056DV31\D\Macintosh HD\Users\jr\Documents\Parallels\Windows XP 

Old.pvm\Windows XP.hdd\Windows XP.hdd.0.{5fbaabe3-6958-40ff-92a7-860e329aab41}.hds 

 

Parallels Desktop software is hardware virtualization software for the MAC operating system.  Parallels software 

allows the user to create and run virtual operating systems including Windows based operating systems on a MAC 

computer.  In this case the user was utilizing a Microsoft Windows XP virtual machine with Parallels Software.  

Using EnCase software I copied out the virtual machine “Windows XP.hdd.0.{5fbaabe3-6958-40ff-92a7-

860e329aab41}.hds” along with the companion configuration files to my local forensics machine.  Using software 

“VMware vCenter Converter Standalone Client” I converted the image to a VMware virtual machine and loaded 

the image into IEF forensic software for processing.  The same process was followed for the Windows 7 Parallels 

virtual machine however the configurations appeared to be corrupt.  

 

Operating System Information 
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User Account Information 

 

 
 

Windows XP Parallels Virtual Machine Findings 

 

Using IEF (Internet Evidence Finder) and EnCase software I searched and identified all the videos on the drive 

and could not locate any responsive data.  I located uTorrent client software on the machine and LNK file in the 

start menu of computer user Jesse. 

 

 
 

Using EnCase and IEF software I searched for possible network storage locations.  NetHood which corresponds 

to %USERPROFILE%\NetHood, contains only LAN shared folder path (server and folder name). NetHood stores 

the path to the folder containing shortcuts to servers that the user has added to My Network Places.  This indicates 

additional file storage somewhere on the local network.  IEF located locations on the network including “PSF” 

where folders are being accessed including “\\psf\Parallels Desktop” 7&8.  The Parallels Desktop folder 7&8 

indicate possible existence of other virtual machines or where various versions of Parallels software resides.  I 

exported IEF’s complete list of Network Share Information and Shellbags to the final report case files folder 

under “MacBook C02HW056DV31_JRaleigh_LT1\Windows XP Parallels Virtual Machine Files”.  

 

 
 

 

 

User Name Type of User Security Identifier User Group(s)

Last Login Date/Time - 

(UTC-7:00) (MM/dd/yyyy)

Last Password Change 

Date/Time - (UTC-7:00) 

(MM/dd/yyyy) Login Count Account Disabled Password Required

Administrator Local User 500 Administrators 07/22/2010 06:31:25 AM 0 False True

Guest Local User 501 Guests 0 True False

HelpAssistant Local User 1000 07/22/2010 10:35:04 AM 0 True True

SUPPORT_388945a0Local User 1002 HelpServicesGroup 07/22/2010 10:38:42 AM 0 True True

Jesse Local User S-1-5-21-789336058- Administrators 01/23/2014 10:38:12 AM 07/22/2010 10:56:37 AM 371 False True

ASPNET Local User 1004 Users 10/21/2013 08:25:55 AM 0 False False
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IEF screen capture of Network Share Information for “\\psf\”  

 

 
 

 

JRaleigh_RT2” aka “MacBook 340269NBATM 

 
Time Zone Settings 
 
JRaleigh\MacBook 340269NBATM\1 Macintosh HD\Macintosh HD\private\etc\localtime 
Configured Time Zone:America/Detroit 
 
/usr/share/zoneinfo/America/Detroit 

 
OS Information 
 
ProductBuildVersion: 13F34 

ProductCopyright: 1983-2014 Apple Inc. 

ProductName: Mac OS X 

ProductUserVisibleVersion: 10.9.5 

ProductVersion: 10.9.5 
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User Information 

 

 
 

JRaleigh_RT2” aka “MacBook 340269NBATM Findings: 

 

A search of the hard drive for evidence relating to Malibu Media movies was negative.  A search of the hard 

drive evidence of BitTorrent use was positive. 

 

1. Located several BitTorrent related website URLs pertaining to the website “The Pirate Bay”.  Please refer to 

the Final Report Case Files folder for this device “Pirate Bay URLs”. 

 

UTorrent installed on Computer 

 
Name uTorrent 

Is Deleted No 

Last Accessed 12/03/14 02:16:47PM 

File Created 01/30/12 09:30:08AM 

Last Written 01/30/12 09:30:08AM 

File Acquired 12/03/14 04:02:13PM 

Physical Location 388,321,886,208 

Physical Sector 758,441,184 

Evidence File MacBook 340269NBATM 

Full Path JRaleigh\MacBook 340269NBATM\1 Macintosh HD\Macintosh 

HD\Applications\uTorrent.app\Contents\MacOS\uTorrent 

 

Numerous Music MP3 files have embedded metadata referencing “www.torrentazos.com” indicating their 

possible origin.  The website “www.torrentazos.com” is a website where user can illegally obtain music, movies 

etc.   
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Located Torrent Files 

 
1) File Name: cablegate-201011290900.7z.torrent 
Last Accessed: 06/22/12 02:02:02PM 
File Created: 11/29/10 08:18:17AM 
Full Path: JRaleigh\MacBook 340269NBATM\1 Macintosh HD\Macintosh HD\Users\jr\Library\Application 
Support\uTorrent\cablegate-201011290900.7z.torrent 
 
2) File Name: Chinga La Migra.torrent 
Last Accessed: 06/22/12 02:02:02PM 
File Created: 06/24/11 09:39:07AM 
Full Path: JRaleigh\MacBook 340269NBATM\1 Macintosh HD\Macintosh HD\Users\jr\Library\Application 
Support\uTorrent\Chinga La Migra.torrent 
 
3) File Name: Chinga_La_Migra_Dos.torrent 
Last Accessed: 06/22/12 02:02:02PM 
File Created: 06/29/11 10:27:31AM 
Full Path: JRaleigh\MacBook 340269NBATM\1 Macintosh HD\Macintosh HD\Users\jr\Library\Application 
Support\uTorrent\Chinga_La_Migra_Dos.torrent 
 
4) File Name: MMM_Booz_Allen.torrent 
Last Accessed: 06/22/12 02:02:02PM 
File Created: 07/11/11 02:34:41PM 
Full Path: JRaleigh\MacBook 340269NBATM\1 Macintosh HD\Macintosh HD\Users\jr\Library\Application 
Support\uTorrent\MMM_Booz_Allen.torrent 
 
5) File Name: NeoOffice-3.1.2-Intel.dmg.torrent 
Last Accessed: 06/22/12 02:02:02PM 
File Created: 02/11/11 11:37:50PM 
Full Path: JRaleigh\MacBook 340269NBATM\1 Macintosh HD\Macintosh HD\Users\jr\Library\Application 
Support\uTorrent\NeoOffice-3.1.2-Intel.dmg.torrent 
 
6) File Name: Zenith.Part.1.2011.720p.x264-VODO.torrent 
Last Accessed: 06/22/12 02:02:02PM 
File Created: 03/20/11 09:09:03AM 
Full Path: JRaleigh\MacBook 340269NBATM\1 Macintosh HD\Macintosh HD\Users\jr\Library\Application 
Support\uTorrent\Zenith.Part.1.2011.720p.x264-VODO.torrent 
 
7) File Name: sDgo3FDksdGwsrkrS.enc.torrent 
Last Accessed: 06/22/12 02:02:02PM 
File Created: 08/31/11 02:30:15PM 
Full Path: JRaleigh\MacBook 340269NBATM\1 Macintosh HD\Macintosh HD\Users\jr\Library\Application 
Support\uTorrent\sDgo3FDksdGwsrkrS.enc.torrent 
 
8) File Name: cablegate-201108300212.7z.torrent 
Last Accessed: 06/22/12 02:02:02PM 
File Created: 09/02/11 12:07:41AM 
Full Path: JRaleigh\MacBook 340269NBATM\1 Macintosh HD\Macintosh HD\Users\jr\Library\Application 
Support\uTorrent\cablegate-201108300212.7z.torrent 
 
9) File Name: 404EC54D29D940D04485756D7500745F8CFF10C3.torrent 
Last Accessed: 06/22/12 02:02:02PM 
File Created: 02/07/12 12:02:12AM 
Full Path: JRaleigh\MacBook 340269NBATM\1 Macintosh HD\Macintosh HD\Users\jr\Library\Application 
Support\uTorrent\404EC54D29D940D04485756D7500745F8CFF10C3.torrent 
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10) File Name: American Survival Guide Magazine.torrent 
Last Accessed: 06/22/12 02:02:02PM 
File Created: 03/03/12 12:17:16PM 
Full Path: JRaleigh\MacBook 340269NBATM\1 Macintosh HD\Macintosh HD\Users\jr\Library\Application 
Support\uTorrent\American Survival Guide Magazine.torrent 
 
11) File Name: BT5R2-GNOME-32.torrent 
Last Accessed: 06/22/12 02:02:02PM 
File Created: 05/05/12 11:07:56PM 
Full Path: JRaleigh\MacBook 340269NBATM\1 Macintosh HD\Macintosh HD\Users\jr\Library\Application 
Support\uTorrent\BT5R2-GNOME-32.torrent 
 
12) File Name: THE METEORS - [ WWW.PunksAndSkins.COM ] - 13 ALBUMS.torrent 
Last Accessed: 06/22/12 02:02:02PM 
File Created: 06/06/12 11:02:29PM 
Full Path: JRaleigh\MacBook 340269NBATM\1 Macintosh HD\Macintosh HD\Users\jr\Library\Application 
Support\uTorrent\THE METEORS - [ WWW.PunksAndSkins.COM ] - 13 ALBUMS.torrent 
 
13) File Name: Demented Are Go.torrent 
Last Accessed: 06/22/12 02:02:02PM 
File Created: 06/06/12 11:19:35PM 
Full Path: JRaleigh\MacBook 340269NBATM\1 Macintosh HD\Macintosh HD\Users\jr\Library\Application 
Support\uTorrent\Demented Are Go.torrent 
 

Located USB Device Connection Information 
 

Using EnCase software I conducted a keyword search of the “system.log” files located on both laptop computers using the keyword 

“USBMSC”.  Using the keyword “USBMSC” I was able to locate and identify USB devices that were plugged into the laptop 

computers.  The following is a bookmark list of the keyword search hits. 

 

1) File Name: system.log.0 (Zip File Volume) 

Last Accessed: 12/03/14 01:25:13AM 

File Created: 12/03/14 01:25:13AM 

Comments: Identified as a Western Digital Technologies, Inc. My Book Essential (WDBACW) (External USB Hard Drive 

1-3TB in size depending on the exact model) Keyword searching indicates a model “1140” which is a 2TB hard drive. 

Full Path: JRaleigh\MacBook C02HW056DV31\D\Macintosh HD\private\var\log\system.log.0.gz\GZIP Volume\system.log.0 

 
Dec  2 08:27:16 jrmbp kernel[0]: USBMSC Identifier (non-unique): 574D415A4139303734343136 0x1058 0x1140 0x1012,  

 

In order to decode the values associated with these entries you need to look at the source code for 

IOUSBInterface.cpp from opensource.apple.com.  Using the above note data you can see that the three values: 

0x1058 0x1140 0x1012 are the Vendor ID, Product ID and the Device Release number: 
 

 
In this case looking online at the most up to date database: http://www.linux-usb.org/usb.ids one can see that 

0x1058 (1058) is from Western Digital Technologies, Inc. and 0x1140 (1140) is a My Book Essential 

(WDBACW) and 0x1012 (1012) is the release for that drive. 
 

Using EnCase software I conducted a keyword search for serial number “574D415A4139303734343136” 

pertaining to the Western Digital My Book Essentials External USB hard drive.  I located evidence that this device 

was plugged into both laptop computers numerous times.  The search hits were exported out and are viewable by 

reviewing the final report case files folder named “USB Device Search Hits”.  
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1. JRaleigh_LT1” aka “MacBook C02HW056DV31 – Numerous search hits in the Parallels.log file, 

unallocated space and “2014.12.02.U0.G80.asl” indicate evidence of connection from 7/10/2013 to 12/2/2014.  

2. JRaleigh_RT2” aka “MacBook 340269NBATM – Numerous search hits in the Parallels.log file, unallocated 

space and “dispatcher.desktop.xml” indicate evidence of connection from 10/13/2011 to 2/17/2014. 
 
 

EnCase Screen Captures of the system.log file JRaleigh_LT1” aka “MacBook C02HW056DV31 from 12/2/2014 

 

 
 
EnCase Screen Captures of the system.log file JRaleigh_LT1” aka “MacBook C02HW056DV31 from 12/1/2014 
 

 
 
 

 

 

 

 

 

 

 

Device Serial # 

Vendor ID Product ID 
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EnCase Screen Captures of a Parallels.log file in unallocated space JRaleigh_LT1” aka “MacBook C02HW056DV31 from 

12/16/2013 

 

 
 

EnCase Screen Captures of a Parallels.log file in unallocated space from JRaleigh_RT2” aka “MacBook 340269NBATM 

Dated 11/24/2012 
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Toshiba External Hard Drive with NTFS Windows Partition 

 

Looking at the screen capture below and referring to the most up to date database: http://www.linux-

usb.org/usb.ids one can see that 0x048 (0480) is from Toshiba America Info. Systems, Inc. and 0x200 (0200) is 

an External Disk and 0x0 (00) is the release for that device.  I located 1 entry for this device. 

 

EnCase Screen Captures of a System.log file in unallocated space JRaleigh_LT1” aka “MacBook 

C02HW056DV31 from 10/15/2014 

 

 
 

 

IPad Devices & Findings 
 

On the hard drive I was provided were Cellebrite extractions for 2 Apple iPad devices.  Both devices were 

searched using Cellebrite’s Physical Analyzer software.  The search was negative for Malibu Media’s works 

and for BitTorrent use and related activity. 

 

1. iPad1_5.1-5.1.1_Physical_05-12-14_10-03-39 

2. AppleDevice_AdvancedLogical_09-12-14_11-52-17 
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